
ALERT LOGIC THREAT MANAGER

Critical Layer of  

Network Defence 

As network attacks become more sophisticated, your 

IT organisation is faced with escalating challenges to 

effectively secure your network. In addition, compliance 

requirements are more demanding, driven by several factors 

including growing financial dependence on application 

software and data, increasingly sophisticated criminal 

activity, and escalating regulation designed to safeguard and 

protect electronic assets.   

Alert Logic’s cloud-powered Threat Manager solution 

effectively defends and protects your network against these 

complex internal and external threats. Threat Manager 

leverages our patented, cloud-powered expert system to 

automatically identify behaviour patterns missed by most 

stand-alone and traditional network security products.

Smartest Way to Manage Threats

Alert Logic’s Threat Manager is the smartest choice for 

overregulated businesses with underfunded IT departments.

1. Detect and Defend: The Alert Logic centralised expert 

system uses our patented 7-Factor Threat Scenario 

Modeling to correlate intrusion alert data with 

vulnerability data and real-time threat trend information 

from all customers so that real risks are quickly identified 

and actions are immediately taken to mitigate them.  

2. Vulnerability Assessment: Alert Logic is a PCI Security 

Standards Council Approved Scanning Vendor. Threat 

Manager scans your network for internal and external 

vulnerabilities to determine where you’re vulnerable.  

Once the vulnerabilities have been identified, we provide 

the knowledge to remediate them–proactively defending 

your network.

3. ActiveWatch service: ActiveWatch Monitoring works 

with Threat Manager to provide 24x7 internal network 

monitoring, and faster, more effective incident response 

by certified security experts in Alert Logic’s Security 

Operations Centre.

Quickly identify threats 

 

in the user interface
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How We Do It

Detect

Identify bots and worm infections before they spread, 

leveraging our centralised expert system and patented 

7-Factor Threat Scenario Modeling so that real risks are 

quickly identified. 

Defend

Automatically protect your network from within by detecting 

worm infections at their source and blocking them at 

your firewalls, switches, and routers before they spread 

throughout your network.

Monitor

Our ActiveWatch Monitoring service provides 24x7 

monitoring of your internal network by Alert Logic Security 

Operations Centre analysts to increase the accuracy of 

threat detection and deliver faster, more effective incident 

response.  

Approved Scanning Vendor for PCI Compliance

Schedule quarterly PCI internal and external scans. Once a 

scan is performed, you can generate the proper report to 

send to your acquiring bank or processor. 

Trend and Report 

Our solution is designed to enable you to quickly determine 

security posture and threat levels through reporting.  

Assess Vulnerabilities 

External vulnerability scans are run from our Security 

Operations Centre to proactively identify vulnerabilities that 

could lead to potential security incidents.

Internal vulnerability scans are performed from the appliance 

level to determine where your network may be susceptible 

to a possible security breach.  

Manage Workflow and Compliance

Turn your threat data into an audit-ready process, backed 

by our workflow automation technology and compliance 

expertise. 

Patented 7-Factor Threat Scenario Modeling

Comprehensive out-of-the-box reporting


